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DEVOPS

DevOps-driven, Kubernetes-based system.
Focused on ensuring scalable and reliable
operations.

Cl/CD

Utilizes CI/CD pipelines. Enables
automated updates for both cloud and on-
premises environments.
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Client Interaction

User/Customer
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Front-End Application

|

Login System C—

User-Specilfic Services
' APl Gateway

Routes all authorized requests to
backend & Al services.

User / Guest Services

Connects via Centralized Login System

Employee Portal / Intranet

Employee Authentication Module
Connects to APl Gateway

Authenticated User
Services

User Authentication Module
From Centralized Login

Payment Processing System
Connects to APl Gateway

Services connect to APl Gateway
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Al & Analytics Engine

Backend Infrastructure
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Al
CHATBOT

Delivers instant support for customers and
employees, reducing wait times and
easing staff workload.

ANTI-FRAUD

Uses machine learning to monitor and
identify potentially fraudulent transactions
instantly, safeguarding financial
operations.

IDS

Continuously monitors for security threats
and unauthorized access to protect system

Integrity.

Al CRM

Analyzes data to predict customer
satisfaction levels, helping improve service
quality and customer experience.

Kubernetes Clusters
Hosts Backend & Al Services.

Deployed via CI/CD Pipeline.

Accessed via APl Gateway

Intrusion Detection System
Chatbot Server
Al-Powered CRM Server

Fraud Detection Server
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Secure Access

Accessed via APl Gateway (Wireguard tunnel)

Primary Back-End Application Server
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SECURITY
DATA SECURITY

Comprehensive measures protect data
integrity and confidentiality across the
system.

ENCRYPTION

Robust encryption safeguards sensitive
personal and financial information
throughout the system.

KMS

Advanced key management securely
stores and handles credentials, tokens,
and keys, ensuring only authorized
access.

ACCESS CONTROL

Strict policies and authentication
methods regulate user access to maintain
system security.

Cl/CD Pipeline

Harbor Image

Jenkins Master GitHub
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Jenkins Slave Pushed by Pipeline Step 6

CI/CD Pipeline
Uses for Clone Repo

----------

1. Clone Repo <
2. Install Dependencies
3. Unit & Integration Tests A
4. Build & Package Container d'
5. Performance Tests
6. Push Image to Registry

57—

hp:2) l

7. Deploy to Kubernetes




